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(54) Mobile internet protocci 

(57) A method of enabling roaming of a rrtobile inte- 
met-access terminal from a first to a second internet ac- 
cess network each of which has a home agent for rout- 
ing internet datagrams between networks. The method 
comprises de-registering the mobile terminal from said 
first network and registering it with said second network 
and allocating to the mobile terminal a new internet ad- 
dress in said second network. This new internet address 



is transmitted to the first network's home agent which 
registers that address as a care-of-address or co-locat- 
ed care-of-address for the mobile host. DatagranDS ad- 
dressed to the new internet address are sent directly to 
the mobile host via the second network's home agent. 
Datagrams addressed to a previous intemet address of 
the mobile temninal in said first network are forwarded 
from that network's home agent to the mobile host, via 
the second network's home agent. 
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Description 

[0001] The present invention relates to mobile inter- 
net protocol and in particular to a mobile internet proto- 
col which provides for the mobility of mobile internet ac- s 
cess hosts between two or more internet access net- 
works. 

[0002] Corpx>rate users have traditionally accessed 
the internet from a fixed location within a Local Area Net- 
work (LAN), a user's LAN often being referred to as his 
"home" network (HN). The user interface to the internet 
is typically a personal computer (the "host"). As is illus- 
trated in Figure 1 . the home network is connected to an 
internet service provider which routes intcmet data, so- 
called "datagrams", between the home network and the 
internet, the internet in turn connprising other routers and 
sen/ice providers which route data to and from other 
"foreign" networks (FN). 

[0003] In order to be able to transmit and receive da- 
tagrams to and from the internet, a host requires an in- 
ternet address. A corporate home network is typically 
allocated a set of intemet addresses by a national au- 
thority and the home network can assign these either 
fixedly or dynamically to hosts attached to the home net- 
work (using for example the Dynamic Host Configura- 
tion Protocol DHCP). The allocated set of intemet ad- 
dresses comprise a common prefix portk)n which iden- 
tifies the home networK whilst a suffix portion Identifies 
the destination host. When a datagram is received by a 
home network, a router (R) of the home network polls 
the attached hosts to determine which host corresponds 
to the intemet address conveyed with the datagram. TTie 
datagram is then f onwarded by the router to the identified 
host. 

[0004] With the recent rapid advances in mobile com- 
munication technology, and in particular of wireless 
technologies, there has come a desire to gain intemet 
access from mobile hosts or terminals, for example a 
laptop computer coupled to a cellular telephone. At 
present, this is available via certain digital telephone 
networks (e.g. GSM). As with conventional fixed line in- 
temet access, a mobile host may have a fixedly or dy- 
namically assigned intemet address, allocated by a 
sen/ice provider who is usually the cellular telephone 
network operator. In the case of mobile intemet access, 
a communication channel between the mobile host and 
the network is reserved for the duration of the call. In- 
ternet data destined for the mobile host is received by 
the network and is sent to the host over the resewed 
channel. 

[0005] TTiis system works satisfactorily whilst a mo- 
bile host remains within one homogeneous network. 
However, it does not provide for "roaming" between dif- 
ferent types of networks or between networks operated 
by different operators. When a mobile host "de-regis- 
ters" with one network and registers with a new network, 
there is no mechanism for forwarding intemet data- 
grams, addressed to the old network, to the new network 
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as the communication channel between the mobile host 
and the old network no longer exists. It is therefore nec- 
essary to open a new communication channel between 
the mobile host and the new network. All datagrams ad- 
dressed to the old network and not yet received by the 
mobile host are bst as a result of this channel change. 
[0006] The desire for roaming is likely to increase in 
the near future as the provisk>n of corporate wireless 
LANs becomes commonplace. A corporate user will 
have the opportunity to make wireless voice and data 
calls from a mobile terminal via the corporate LAN whilst 
he is inside the coverage area of that L.AN. When the 
user leaves that area, he will then be able to connect to 
a digital cellular telephone network. In addition, so- 
called "hot-spot" LANs are likely to be provided in areas 
where high data capacity is required, e.g. airports, shop- 
ping centres, in all probability, hot-spot LANs will be op- 
erated by the cellular network operators although they 
may of course be operated by the property owners 
themselves. 

[0007] A nrwbile intemet access protocol which pro- 
vides for roaming is currently being standardised by the 
Internet Engineering Task Force (IETF). This protocol is 
known as RFC2002. A mobile intemet protocol is also 
described in EP556012. These protocols make use of a 
"home agent", located in a mobile host's home network, 
to keep track of the host when it leaves the home net- 
work. A mobile host is fixedly alkxated an intemet ad- 
dress corresponding to the home network. 
[0008] When a mobile host is registered to its home 
network, the functionality of the network's home agent 
is off for that host (i.e. the host is "deregistered" with the 
home agent) so that the home agent does not alter the 
flow of datagrams from the intemet to the network's rout- 
er and the nrK>bile host (as indicated by reference nu- 
meral 1 in Figure 2). When the mobile host leaves its 
home network and contacts a foreign network (FN), the 
host is registered with a foreign agent (FA) of that net- 
work. The foreign agent then transmits to the mobile 
host an internet address of the foreign agent, and the 
mobile host in turn transmits the received intemet ad- 
dress to the home network's home agent, together with 
a registration instructbn. The home agent registers the 
new status of the mobile host and records the newly al- 
located internet address as a "care-of-address" for the 
host. Whenever the mobile host registers with a new for- 
eign network, a new care-of-address is sent to the home 
network's home agent to replace the previously regis- 
tered care-of-address. 

[0009] It will be appreciated that, as a mobile host has 
a fixed internet address alkx:ated to it. datagrams des- 
tined for the host will always be sent to the home net- 
work. If a mobile host has an active intemet connection 
when it passes from its home network to a foreign net- 
work, and a datagram destined for the host subsequent- 
ly arrives at the home network, the home agent deter- 
mines that the mobile host is registered with a foreign 
agent and forwards the datagrams to the registered 
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care-of-address. A communication channel will have 
been reserved between the mobile host and the foreign 
agent, and the redirected datagram can be sent to the 
mobile host over this channel. Similarly, if a mobile host 
initiates a new internet access when registered with a 
foreign network, the host continues to use its allocated 
internet address. The home agent has already received 
the care-of-address and can again forward datagrams 
destined for the mobile host to the foreign agent for 
transfer to the host. 

[0010] In Sonne cases, the foreign network may dy- 
namically assign an internet address to a visiting mobile 
host, e.g. if the foreign network does not have a foreign 
agent. This address is sent to the mobile host whk:h in 
turn sends it to the home network's home agent as a 
care-of -address. Rather than just merely redirecting da- 
tagrams to the care-of-address, the home agent actually 
replaces the old intemet address contained in the data- 
gram with the co-kx:ated care-of-address before re- 
transmitting the datagram. This particular form of care- 
of-address which identifies the mobile host as the end 
point for the redirected datagrams, rather than a foreign 
agent, is known as a 'co-located care-of-address". It is 
noted however, that when the mobile host is accessing 
the intemet via the foreign network, it still uses its fixedly 
allocated intemet address. It will therefore be appreci- 
ated that regardless of whether the home agent receives 
a care-of-address or a co-located care-of-address all 
datagrams directed to a mobile host pass through the 
home network's home agent (as indicated by reference 
numeral 2 in Figure 2). 

[0011] Where a cellular telephone operator operates 
a number of different networks, e.g. GSM and hot-spot 
LANs, in order to bill a subscriber using the roaming fa- 
cility, the operator must collect details, e.g. call duration, 
location, from the foreign agents of each of the operated 
networks. This is necessary because intemet data is not 
routed through any central facility of the operator but is 
rather routed through the home network's home agent 
to which the operator does not have access. Collecting 
this information for billing purposes is complex and time 
consuming. 

[0012] It is an object of the present invention to obvi- 
ate or at least mitigate the above noted problem of the 
currently proposed mobile intemet protocol. 
[001 3] This and other objects are achieved by provid- 
ing a home agent in a foreign network, in addition to the 
home agent in the home network. 
[001 4] According to a first aspect of the present inven- 
tion there is provided a method of enabling roaming of 
a nrrabile host from a first to a second internet access 
network each of which has a home agent for routing in- 
ternet datagrams between networks, the method com- 
prising: 

de-registering the mobile host from said first net- 
work and registering it with said second network; 
assigning to the mobile host a new internet address 



in said second network; 

transmitting said new intemet address to the first 
network's home agent, and registering that trans- 
mitted address at the first network's home agent as 
5 a care-of-address or co-located care-of -add ress for 
the mobile host, 

wherein datagrams addressed to said new intemet 
address are sent directly to the mobile host via the 
second network's home agent, and datagrams ad- 

10 dressed to an intemet address previously assigned 
to the mobile host in said first network are forward- 
ed, using said registered care-of-address or co-lo- 
cated care-of-address, from that network's home 
agent to the nx^bile host via the second network's 

^5 home agent. 

[0015] Preferably, the method set out above is per- 
formed in reverse when the noobile host roams from the 
second network to the first network, so that datagrams 

20 sent to an old address in the second network are for- 
warded to the mobile host in the first network. 
[0016] The present invention may be applied to pro- 
vide nrrobitity for a mobile host between a corporate local 
area network (LAN) or wide area network (WAN), and a 

25 cellular telephone network. The corporate LAN or WAN 
may be a fixed line network or a wireless network. The 
cellular telephone network may comprise, for example, 
a GSM (Global System for Mobile Communicatk>ns) 
network. The cellular telephone network may altema- 

30 tively, or in addition, comprise one or more subnetworks, 
i.e. wireless LANs or WANs (known as "hot-spot" LANs 
or WANs). As the cellular telephone network has a sin- 
gle home agent through which all intemet datagrams are 
routed when the mobile host is registered to the cellular 

35 network, the network operator can collect all intemet call 
data for a mobile host from its own home agent. There 
is thus no need to obtain such infonmatbn from the home 
agent of the corporate network or from a number of for- 
eign agents associated with the different GSM and hot- 

40 spot LAN/WAN networks. When the mobile host is reg- 
istered with the corporate network however, all new in- 
ternet connectkxis are made using the corporate net- 
work's home agent as home intemet address. This typ- 
k:ally presents a more cost effective option for the sub- 

45 scriber. 

[0017] An advantage of embodiments of the present 
invention is that the transmission route from a source 
host to the destination mobile host may be shortened 
when the mobile host is visiting a foreign network, as 
50 compared to prior proposals. This is because data- 
grams do not necessarily have to be routed via the mo- 
bile host's home network but instead can be sent directly 
to the foreign network. 

[001 8] It will be appreciated that the mobile host com- 
55 prises an access point to the intemet. The user interface 
may be a personal computer, e.g. a laptop computer, 
coupled to the access point. In order to allow the user 
Interface to connect to the access point, the user inter- 
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face may be connected to a cellular telephone. Altema- 
tivety, the user interface may be a computer or personal 
digital assistant incorporating a cellular telephone. 
[0019] The new Internet address in the second net- 
work assigned to the mobile host may be an internet ad- 
dress allocated to the second network's home agent. In 
this case the address is a care-of -address. Alternatively, 
the internet address may be an address dynamically as- 
signed to the mobile host, in which case the address is 
a co-located care-of-address. 
[0020] According to a second aspect of the present 
invention there is provided apparatus for enabling roam- 
ing of a rTK>bile host from a first to a second internet ac- 
cess network, the apparatus comprising: 

second network control means for registering the 
mobile host to the second network and for transmit- 
ting to the rTK)bile host a new internet address in the 
second network to replace any internet address 
prevbusly allocated to the host; 
transmission means for transmitting said new inter- 
net address from the mobile host to the home agent 
in the first network; 

first network control means for registering said 
transmitted address at the first network's home 
agent as a care-of-address or co-tocated care-of- 
address for the mobile host; and 
datagram routing means in said first network for for- 
warding datagrams received at said first network 
and destined for the mobile host to the mobile host 
via the second network's home agent. 

[0021] For a better understanding of the present in- 
vention and in order to show how the same may be car- 
ried into effect reference will now be made, by way of 
example, to the accompanying drawings, in which: 

Figure 1 illustrates schematically a fixed host inter- 
net access system according to the prior art; 
Figure 2 illustrates schematically a mobile host in- 
ternet access system according to the prior art; and 
Figure 3 illustrates schematically a mobile host in- 
ternet access system according to an embodiment 
of the present invention. 

[0022] As has already been described, Figures 1 and 
2 illustrate respectively, conventional fixed host and nrKD- 
bile host intemet access systems. 
[0023] With reference to Figure 3, there is illustrated 
a wireless corporate LAN in which a number of nnobile 
hosts are coupled to a comnrron network home agent 
(HA) via a router (R). The corporate LAN is connected 
via one or more fixed land lines to an intemet sen^ice 
provider which provkies connectivity and routing func- 
tions between the corporate LAN and the internet. 
[0024] Whilst a nnobile host is registered to the corpo- 
rate LAN, the host either has a fixed intemet address or 
an address dynamically assigned by the router In either 



case, the host's address is one of those assigned to the 
corporate LAN. The home address is attached to data- 
grams sent from the nnobile host to the intemet and en- 
ables return datagrams to be correctly delivered back to 

s the home agent at the corporate LAN. 

[0025] Figure 3 also illustrates a GSM cellular tele- 
phone network together with two so-called hot spot 
LANs. The GSM network provides cellular telephone 
sendees to subscribers over a wide geographical area 

10 whilst the hot spot LANs provide relatively high capacity 
telephone servk:es over a smaller, local area. The geo- 
graphical coverage of the GSM network may overlap 
with that of the hot spot LANs. In the present example, 
the GSM network and the two hot spot LANs are oper- 

15 ated by the same operator whk;h bills subscribers using 
any or all of the operated networks by way of a single bill. 
[0026] If a mobile host subscribing to the corporate 
LAN and to the cellular telephone network leaves the 
coverage area of the corporate LAN and enters that of 

20 the cellular telephone network (either GSM or hot spot 
LAN), the host will deregister with the former whilst reg- 
istering with the latter Upon reglstratbn with the tele- 
phone network, the network assigns and transmits to the 
mobile host a new intemet address in that network. This 

25 new address is either one of a number of addresses al- 
located to the GSM network and defining the home 
agent as the end point, or is dynamically assigned to the 
nnobile host (e.g. using DHCP) to define the mobile host 
as the end point. In either case, the new address replac- 

30 es the intemet address allocated to the host when it was 
registered to the corporate LAN. Datagrams destined for 
the mobile host, and initiated via the cellular telephone 
network, are now sent directly to the cellular telephone 
network (see reference numeral 4 in Figure 3). This con- 

35 trasts with previously proposed roaming protocols 
where the host retained the intemet address assigned 
by the corporate LAN (i.e. the home network) and used 
an address assigned by the foreign network only as a 
care-of-address. 

40 [0027] However, whilst new datagrams will be direct- 
ed to the nrK>bile host at the new internet address, some 
datagrams initiated using the old address in the corpo- 
rate LAN may still be in transit. A registration message 
is therefore transmitted from the mobile host to the cor- 

^ porate LAN's home agent to register the mobile host's 
new internet address with the home agent (either as a 
care-of-address or as a co-located care-of-address). If 
the corporate LAN subsequently receives datagrams 
destined for the mobile host, the corporate LAN's home 

50 agent determines that the nnobile host is now registered 
with a foreign network and it redirects the datagrams to 
the care-of-address or co-located care-of-address now 
registeredforthe mobile host. The GSM network's home 
agent receives these fonvarded datagrams and redi- 

55 reels them to the mobile host, either directly or via a for- 
eign agent in a hot spot LAN. This redirection route is 
indicated in Figure 3 by reference numeral 3. 
[0028] When the mobile host moves between differ- 



4 



7 



EP 0 924 914 A2 



8 



ent "sub-networks" of the cellular telephone network, e. 
g. from the GSM network to a hot spot LAN, there is no 
need to update the care-of-address or co-located care- 
of-address at the corporate network's honne agent. It is 
only necessary to update the location details of the rrx>- 
blle host at the GSM network's home agent, 
[0029] On the nrK>bile host returning from the cellular 
telephone network to the corporate LAN, the process 
described above is repeated in reverse. The mobile host 
deregisters to the cellular telephone network and regis- 
ters with the corporate LAN. The mobile host sends its 
new internet address in the corporate LAN to the home 
agent of the GSM network as a care-of-address (or co- 
located care-of-address) tor the mobile host. 
[0030] When the cellular telephone operator wishes 
to bill a subscriber tor using its networks, all the neces- 
sary infornrtation is held in the GSM network's home 
agent. However, the subscriber remains able to avoid 
using the cellular telephone network, and therefore min- 
imise his costs, when he is connected to the corporate 
LAN (except of course when receiving datagrams direct- 
ed to an old cellular telephone network home address). 
[0031] It will be appreciated that the cellular telephone 
network described above may comprise more or fewer 
than three subnetworks. It will also be appreciated that 
the corporate network may comprise a number of differ- 
ent subnetworks, all sharing a common home agent. 
The inventkxi may also be applied to more than two net- 
works, e.g. to a corporate network and to two cellular 
telephone networks operated by different operators. 
[0032] It will be appreciated by a person of skill in the 
art that modifications may be made to the above de- 
scribed embodiment without departing from the scope 
of the present invention. 

Claims 

1 . A method of enabling roaming of a nrK>bile host from 
a first to a second internet access network each of 
which has a home agent for routing internet data- 
grams between networks, the method comprising: 

de-registering the mobile host from said first 
network and registering it with said second net- 
work; 

assigning to the nnobile host a new internet ad- 
dress in said second network; 
transmitting said new intemet address to the 
first network's home agent, and registering that 
transmitted address at the first network's home 
agent as a care-of-address or co-located care- 
of-address for the mobile host, 
wherein datagrams addressed to said new in- 
temet address are sent directly to the mobile 
host via the second network's home agent, and 
datagrams addressed to an intemet address 
previously assigned to the mobile host in said 



first network are forwarded, using said regis- 
tered careof -address or co-located care-of-ad- 
dress. from that network's home agent to the 
nrKJbile host via the second network's home 
s agent. 

2. A method according to claim 1, wherein said first 
and second networks are one of a corporate local 
area network (LAN) or wide area network (WAN), 

10 and a cellular telephone network. 

3. A method according to claim 2. wherein the corpo- 
rate LAN or WAN is one of a fixed line network or a 
wireless network. 

75 

4. A method according to claim 2 or 3, wherein the cel- 
lular telephone network comprises a GSM (Global 
System for Mobile Communications) network. 

20 5. A method according to any one of claims 2 to 4, 
wherein the cellular telephone network comprises 
a plurality of subnetworks. 

6. A method according to claim 5, wherein one or rrKtre 
25 of said subnetworks is/are wireless LANs or WANs. 

7. Apparatus for enabling roaming of a mobile host 
from a first to a second intemet access network, the 
apparatus comprising: 

30 

second network control means for registering 
the nrK>bile host to the second network and for 
transmitting to the mobile host a new intemet 
address in the second network to replace any 
35 intemet address previously alkx:ated to the 

host; 

transmission means for transmitting said new 
intemet address from the mobile host to the 
home agent in the first network; 

40 first network control means for registering said 

transmitted address at the first network's home 
agent as a care-of-address or co-bcated care- 
of-address for the mobile host; and 
datagram routing means in said first network for 

45 forwarding datagrams received at said first net- 

workand destined forthe mobile host to the nr>o- 
bile host via the second network's home agent. 

8. Apparatus according to claim 7, wherein at least 
50 one of said first and second networks is a wireless 

telephone network and said mobile host is a wire- 
less terminal. 
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